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*****************Start of the 1st change************************
[bookmark: _Toc26877907][bookmark: _Toc22565476][bookmark: _Toc22022974]4.2.1.1	De-concealment of SUPI from the SUCI based on the protection scheme used to generate the SUCI.
Requirement Name: De-concealment of SUPI from the SUCI based on the protection scheme used to generate the SUCI. 
Requirement Reference: TS 33.501 [2], clause 5.8.2.
Requirement Description: "The SIDF shall resolve the SUPI from the SUCI based on the protection scheme used to generate the SUCI." as specified in TS 33.501 [2], clause 5.8.2. 
Threat References: TR 33.926 [4], clause E.2.2.1, Incorrect SUCI de-concealment.
TEST CASE:
Test Name: TC_DE-CONCEAL_SUPI_from_SUCI_UDM
Purpose:
Verify that the SIDF De-conceals the SUPI from the SUCI based on the protection scheme used to generate the SUCI.
Procedure and execution steps:
Pre-Condition:
-	UDM network product is connected in simulated/real network environment including an AUSF and AMF.
-	Tester shall have access to the subscription data stored in UDR.
-	Tester shall record the SUPI from the UE.
Execution Steps:
Test case:
Tester shall capture the entire authentication procedure between UE and AMF over N1, N12 and N13 interface using any network analyser. 
1.	Tester shall filter the Nudm_Authentication_Get Response message sent from UDM to AUSF over N13 interface containing the SUPI.
2.	Tester shall compare the SUPI gotten from UE and the SUPI retrieved from Nudm_Authentication_Get Response message.
[bookmark: OLE_LINK4][bookmark: _GoBack]NOTE:	The tester may filter the Nausf_UEAutentication_Authenticate Response message sent from the UDM/AUSF to the AMF over N12 interface containing the SUPI, if the UDM and AUSF network products are collocated without an open N13 interface.
Expected Results:
SIDF resolves the SUPI from the SUCI based on the protection scheme used to generate the SUCI.
Expected format of evidence:
Evidence suitable for the interface, e.g., evidence can be presented in the form of screenshot/screen-capture.
[bookmark: _Toc26877909][bookmark: _Toc22565478][bookmark: _Toc22022976]
*****************Start of the 2nd change************************

4.2.2.1	Synchronization failure handling
Requirement Name: Synchronization failure handling
Requirement Reference: TS 33.501 [2], clause 6.1.3.3.2.
Requirement Description: "When the UDM/ARPF receives an Nudm_UEAuthentication_Get Request message with a "synchronisation failure indication" it acts as described in TS 33.102 [9], clause 6.3.5 where ARPF is mapped to HE/AuC. The UDM/ARPF sends an Nudm_UEAuthentication_Get Response message with a new authentication vector for either EAP-AKA' or 5G-AKA depending on the authentication method applicable for the user to the AUSF.as specified in TS 33.501 [2], clause 6.1.3.3.2.
Threat References: TR 33.926 [4], clause E.2.2.2, Synchronization failure.
Test Case: 
Purpose:
Verify that synchronization failure is recovered correctly in the home network. 
Pre-Conditions:
Test environment with an AUSF or AMF. The AUSF may be simulated. 
Execution Steps
1.	The AUSF sends an Nudm_UEAuthentication_Get Request message to the UDM with a "synchronisation failure indication" and parameters RAND and AUTS.
2.	The UDM/ARPF performs steps 1-5 as described in TS 33.102, clause 6.3.5.
Expected Results:
The UDM sends an Nudm_UEAuthentication_Get Response message with a new authentication vector to the AUSF.
NOTE:	The expected results would be that the UDM/AUSF sends an Nausf_UEAuthentication_Authenticate Response message with EAP Request/AKA’-Challenge for EAP AKA’, or 5G SE AV for 5G AKA to the AMF, if the UDM and AUSF network products are collocated without an open N13 interface.


*****************End of the changes************************

